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Since  the  creation  of  $ie  Defense 
Investi.gatiyerServi.ce  in  October 
19721,  the  centraT  administrative 
office  for  the  agency  has  been 
located  in  Washington,  DC.  With 
the  projected  move  of  the  Head- 
quarters to  Northern  Virginia  to 
take  place  in  FY  92,  however,  1991 
marked  DIS  Headquarter's  final 
year  in  the  District  of  Columbia. 
"Achievements"  pays  tribute  to  the 
nation's  capital  through  the. 
depiction  of  several  historical 
points  of  interest. 


The  Defense  Investigative  Service 
(DIS)  is  a separate  agency  of  the 
Department  of  Defense  under  the 
direction,  authority  and  control  of 
the  Deputy  Assistant  Secretary  of 
Defense  (Counterintelligence  and 
Security  Countermeasures).  DIS 
was  established  on  January  1 , 1 972, 
and  became  fully  operational  on 
October  2,  1972.  DIS  is  currently 
assigned  the  administration  of  four 
programs  - The  Personnel  Security 
Investigative  Program,  the  Defense 
Industrial  Security  Program,  the 
Arms,  Ammunition  and  Explosives 
Security  Program  and  the  Key  Asset 
Protection  Program.  The  Personnel 
Security  Investigative  Program  is 
designed  to  elicit  information 
pertinent  to  individuals  assigned  to 
or  affiliated  with  the  Defense 
Department  which  reflects  on  the 
individual's  loyalty,  character, 
emotional  stability,  trustworthiness 
and  reliability.  The  Defense 
Industrial  Security  Program  was 
established  to  ensure  that  U.S. 
industry,  while  performing  on 
government  contracts  or  engaging 
in  research  and  development, 
properly  safeguards  the  classified 
information  in  its  possession.  The 
Arms,  Ammunition  and  Explosives 
Security  Program  provides  for  the 
protection  of  sensitive,  conven- 
tional arms,  ammunition  and 
explosives  in  the  custody  of  or 
produced  by  contractors  associated 
with  the  Department  of  Defense. 
The  Key  Asset  Protection  Program 
promotes  the  security  of  those 
facilities  which  provide  critical 
industrial  production  and  services, 
thereby  ensuring  emergency 
mobilization  preparedness 
capability.  Investigative 
jurisdiction  and/or  industrial 
security  cognizance  extends  over 
the  United  States,  U.S.  Possessions, 
and  Trust  Territories  with  offices 
established  in  the  Far  East  and 
Europe  to  assist  the  military 
components  and  user  agencies  in 
assuring  proper  security  in  overseas 
contractor  operations. 

The  Defense  Investigative  Service  is 
chartered  as  a national  security, 
personnel  security  investigative 
and  industrial  security  agency. 
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A Message  From  The  Director 


As  evidence  of  the  stated  intent  of  the 
Department  of  Defense  to  streamline  and  seek 
efficiencies,  the  Deputy  Secretary  of  Defense 
announced  during  FY  91,  the  transfer  of  the 
interface  function  for  the  Defense  Investigative 
Service.  Thus,  effective  June  15,  1991, 
responsibility  over  a large  segment  of  the 
operations  performed  by  DIS  was  removed  from 
the  Deputy  Under  Secretary  of  Defense  for 
Security  Policy  (DUSD(SP))  and  assigned  to  the 
Assistant  Secretary  of  Defense  (ASD)  (Command, 
Control,  Communications  and  Intelligence)  (C3I). 
Subsequently,  on  September  22, 1991,  the  Deputy 
Assistant  Secretary  of  Defense  (Counter- 
intelligence and  Security  Countermeasures), 
received  this  responsibility. 

DIS  is  not  unfamiliar  with  transfer  in  agency 
oversight.  During  its  19-year  existence, 
responsibility  for  agency  operations  has  changed 
on  four  separate  occasions.  DIS  is  looking 
forward  to  working  with  the  leadership  of  C3I  to 
achieve  program  improvements  and  cost 
reductions  during  these  interesting  times. 

As  a result  of  the  current  configuration,  DIS  is 
receiving  necessary  support  for  critical  programs 
which  will  enhance  national  security.  This 
support  is,  of  course,  being  weighed  against 
funding  requirements  necessary  for  imple- 
mentation. For  instance,  the  Single  Scope 
Background  Investigation  (SSBI)  was 
implemented  in  the  DoD  on  December  1,  1991. 
The  SSBI  will  act  to  standardize  investigative 
requirements  and  investigative  scope  throughout 
the  government,  replacing  both  the  5-year  scope 
Background  Investigation  (BI)  for  TOP  SECRET 
personnel  security  clearances  and  the  15-year 
scope  Special  Background  Investigation  (SBI)  for 
access  to  Sensitive  Compartmented  Information 
(SCI).  While  it  is  given  that  the  current 
personnel  security  investigative  workload  will 
surely  decrease  with  the  magnitude  of  the 
reductions  in  force  structure  and  Defense 
spending  that  is  expected,  experience  has 
disclosed  that  past  downsizing  efforts  by  the 
Defense  Department  impacts  most  decidedly  on 
individuals  possessing  SECRET  or 
CONFIDENTIAL  security  clearances  which  are 
granted  after  the  conduct  of  a National  Agency 
Check  only.  While  the  number  of  investigations 
is  expected  to  decrease  in  the  future,  the  overall 
workload  will  be  less  affected  due  to  the  resource- 


intensive nature  of  the  SSBI  and  required 
Periodic  Reinvestigations  (PR).  The  SSBI 
requires  more  leads  than  either  the  BI  or  SBI  and 
the  conduct  of  an  in-depth  Subject  Interview. 

In  the  industrial  security  area,  with  the  increased 
emphasis  on  consolidation  and  reduction  of 
manning  levels  within  the  military  departments, 
military  officials  are  beginning  to  exercise  their 
regulatory  option  to  return  inspection  cognizance 
for  Special  Access  Programs  to  DIS.  Heretofore, 
DIS  has  been  "carved  out"  from  inspection 
oversight,  especially  on  Navy  and  Air  Force 
programs.  Although  the  exact  extent  of  this 
additional  workload  is  unknown  at  present,  it  is 
obvious  that  economies  of  scale  could  be  realized 
in  this  initiative.  First,  DIS'  organizational 
structure  is  such  that  we  are  located  throughout 
the  country  in  close  proximity  to  contractor 
locations.  Secondly,  DIS  is  currently  inspecting 
collateral  programs  in  many  of  the  contractor 
facilities  housing  SAPs  which  are  being  inspected 
by  military  security  professionals.  Thus,  security 
oversight  of  these  SAPs  by  DIS  should  be 
significantly  more  cost  effective  than  that  by  the 
military  departments.  While  exact  statistics 
cannot  be  identified  at  this  time,  I estimate  our 
costs  to  be  significantly  less  than  those  of  the 
components  to  perform. 

The  program  modifications  discussed  above  are 
the  forerunners  of  additional  operational  changes 
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which  will  impact  on  national  security  and  the 
DIS  mission.  These  changes,  as  well  as  the  others 
to  come,  will  likely  require  an  initial  investment 
of  resources  or,  in  the  alternative,  a redirection  of 
resources  in  order  to  make  the  initiative  viable  or 
preserve  the  integrity  of  the  effort.  Thus,  as  we 
transition  into  FY  92, 1 believe  it  prudent  to 
proceed  pragmatically.  Efficiencies  can  be 
obtained,  reductions  will  come  about,  consolida- 
tions and  streamlining  will  be  the  order  of  the 
day.  Although  the  impact  of  previously 
programmed  budget  cuts  are  already  being  felt 
within  DIS  as  new  initiatives  are  coming  our 


way,  it  simply  makes  good  sense  to  increase  the 
operational  objectives  of  DIS  at  this  time.  Owing 
to  its  nationwide  presence,  DIS  can  accomplish 
the  new  demands  and  still  assist  the  Department 
in  effecting  overall  reductions. 

DIS  welcomes  the  NISP  and  the  SSBI.  We 
wholeheartedly  believe  that  they  are  long 
overdue  and  that  we  can  accomplish  our  missions 
in  the  Personnel  Security  Investigative  field  and 
the  Industrial  Security  areas  in  a successful, 
professional  and  cost-effective  manner. 


Director 
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Special  Agent  Darcy  Kauer  ( middle) 
with  two  doctors  from  his  U.S.  Marine  Corps  unit 
during  Operation  Desert  Storm. 


Special  Agent  Carter  Mason  c 
to  active  duty  with  the  U.S.  C> 
Guard  during  Operation 
Desert  Storm. 


ALASKA 


Tony  Triplett,  Investigative  Technician 


Jane  Wirsch,  Secretary 


(Polygraph)  and  Lou  Brown, 
Security  Assistant 


DIS  Operational  Areas 


PACIFIC 
REGION 

LONG  BEACH,  CA 

THROUGH  INSPECTIONS  AND  INVESTIGATIONS , D/S 
LEADS  THE  WAY  IN  PRESERVING  AND  PROTECTING 
THE  NATION'S  SECRETS 


OISI  FE 

YOKOHAMA,  JAPAN 

— 


NORTHWESTERN 

REGION 

SAN  FRANCISCO,  CA 

o / 


SOUTHWESTERN  REGION 

IRVING,  TX 


HAWAII 


Max  Moroz,  Special  Agent,  and  Subject 
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Sara  Winston,  Personnel  Actions  Clerk  and  Teresa  Tallent 


On  May  6, 1991,  the  last  of  the  Pershing  Missile  System  stages 
were  static  fired,  bringing  to  an  end  the  three  year  process  at  the 
Longhorn  Army  Ammunition  Plant,  Marshall,  Texas  under  the 
terms  of  the  Intermediate  Range  Nuclear  Forces  Treaty. 


^LONGHORNiS 

ARMY  AMMUNITION  PLANT 
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ictured  above  are  Senior  Industrial  Security  Representatives  Ike  Leach  and  Reed 


Christensen  who  were  part  of  the  escort  team  involving  Soviet! American  inspection  groups. 
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DIS  Management  Intern  Deborah  Carroll  at 
Czechoslovakian  aircraft  factory  during 
joint  DoD/State  tour. 


End  Of  The  Year  Report  On  The  Resources  Program 


by  Michael  G.  Newman,  Deputy  Director,  Resources 


The  Resources  Directorate  manages  a myriad  of 
issues  within  the  arenas  of  human  resources, 
finance  and  accounting,  and  logistics.  During 
this  past  year,  one  word  readily  comes  to  mind 
when  I think  of  how  best  to  describe  the  resources 
picture  within  DIS— dynamic.  Since  DoD 
components,  and  DIS  is  no  exception,  tend  to 
mirror  the  overall  picture  of  DoD,  one  might 
think  that  the  description  would  be  obvious  given 
the  changing  character  of  the  DoD  landscape. 
That  premise  notwithstanding,  the  one- word 
description  of  DIS'  1991  resources  picture  does 
not  draw  all  of  its  energy  from  changes  within 
DoD.  Rather,  in  large  part,  the  impetus  comes 
from  an  Agency-wide  emphasis  on  the  impor- 
tance of  effectively  managing  the  resources  that 
we  have. 

From  the  basic  tenets  of  the  program  referred  to 
as  the  "Federal  Flexible  Workplace,"  we  were 
able  to  develop  a structure  that  would 
accommodate  a DIS  need  to  facilitate  the  concept 
of  "Working  from  Domicile."  In  doing  so,  we  were 
able  to  benefit  a growing  segment  of  our 
employee  population  while  simultaneously 
providing  a cost  savings  to  DIS  through  the 
disestablishment  of  a number  of  offices.  With  a 
further  revision  of  this  concept,  we  developed  a 
program  that  again  brings  positive  results  to  both 
DIS  and  its  employees.  This  variation  allows 
employees  to  temporarily  work  at  home  under 
circumstances  which  would  previously  have  led 
to  extended  absences  such  as  maternity  or 
recovery  from  illness  or  injury. 

With  one  eye  cast  on  the  future  and  another  on 
the  rapidly  changing  present,  we  have  modified 
the  emphasis  of  the  Management  Intern  Program 
to  a Management  Development  Program.  This 
modification  is  designed  to  provide  the  Agency 
with  a cadre  of  well-trained  management 
candidates.  However,  there  is  the  added 
dimension  of  providing  a benefit  to  our  customers 
as  well.  The  latter  is  simply  a by-product  of 
returning  a more  well-rounded  management 
candidate  to  the  work  environment  who  can  then 
interact,  using  a broadened  perspective,  with  our 
diverse  customer  base. 

In  support  of  the  President's  initiative  on  the 
"Federal  Drug  Free  Workplace,"  DIS  began  the 
regular  conduct  of  random  drug  testing.  To 


ensure  "true  randomness"  when  applying  the 
random  testing  provision  of  the  program,  we 
developed  a model  computerized  selection 
process.  As  a full-fledged  companion  to  the 
testing  program,  we  provided  an  extensive 
educational  program  for  both  supervisory  and 
nonsupervisory  personnel.  This  process  was 
designed  to  increase  the  level  of  awareness  of  the 
various  aspects  of  the  testing  program.  Our  pool 
of  testing-designated  positions  includes 
employees  who  either  possess  a SECRET  or 
higher  level  security  clearance  or  who  drive  a 
motor  vehicle— in  effect,  the  entire  DIS  work 
force. 

In  the  future,  we  have  two  distinct,  but 
nevertheless  intertwined  challenges  before  us. 
First,  we  need  to  continue  to  find  new  and 
innovative  ways  to  meet  the  ever-changing  needs 
of  our  human  resources  so  that  our  customers 
may  continue  to  receive  the  quality  service  they 
have  learned  to  expect.  Secondly,  the  fiscal 
environment  in  which  this  will  need  to  be 
accomplished,  in  all  probability,  will  be  one  that 
is  shrinking  or  at  least  restrained.  While  we 
recognize  that  such  an  environment  tends  to 
foster  retrenchment  rather  that  innovation  and 
improvement,  we  are  nonetheless  optimistic  of 
our  capability  to  achieve  our  objectives. 
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FY  91  Budget  and  Personnel  Resources 


OPERATION  AND  MAINTENANCE  END  STRENGTH  BY  PROGRAM  ELEMENT 

(In  Current  Dollars) 


OBJECT  CLASS 

$000 

% 

PERSONNEL 

154,984 

85.40% 

Sf'  - CENTAL 

7,042 

3.90% 

ADP  OPERATION 

2,888 

1 .60% 

COMMUNICATIONS 

3,458 

1 .90% 

SUPPLIES  & ISA 

2,599 

1 .40% 

VEHICLE  OPERATION 

2,222 

1.20% 

OPERATIONAL  TDY 

1,554 

0.90% 

POSTAL 

1,244 

0.70% 

PCS  COSTS 

709 

0.40% 

CREDIT  CHECKS 

602 

0.30% 

TRAINING 

421 

0.20% 

ALL  OTHER 

3,712 

2.10% 

(SUB  TOTAL  NONPERSONNEL) 

26,451 

14.60% 

TOTAL 

181,435 

100.00% 

The  majority  of  our  budgetary  resources  are  devoted  to 
supporting  an  extremely  labor-intensive  mission.  The 
civilian  pay  expenditure  accounts  for  eighty-five 
percent  of  the  DIS  budget  of  181.4  in  FY  91.  The  vast 
majority  of  our  employees  fill  positions  identified  as 
either  Special  Agents  or  Industrial  Security 
Representatives  and  are  assigned  out  of  the  290 
operating  locations  throughout  the  United  States  and  3 
overseas. 


FY 

PERSONNEL 

SECURITY 

INVESTIGATIONS 

INDUSTRIAL 

SECURITY 

OTHERc/ 

TOTAL 

81a  / 

1,794 

609b/ 

148 

2,551 

82a/ 

2,363 

661b/ 

176 

3,200 

83a/ 

2,454 

673b/ 

180 

3,305 

84a/ 

2,378 

736b/ 

172 

3,286 

85 

2,602 

747b/ 

171 

3,520 

86 

3,007 

789b/ 

173 

3,969 

87 

3,269 

867b/ 

185 

4,321 

88 

3,000 

790b/ 

162 

3,952 

89 

3,099 

814b/ 

167 

4,080 

90 

3,060 

71 8d/ 

208d/ 

3,986 

91 

2,910 

654 

196d/ 

3,760 

a/  Includes  military  assigned  to  DIS  prior  to  an  all  civilian  work  force 
b/  Includes  the  resources  for  DIS  and  DoDSI  prior  to  establishing  it  as  a 
separate  program  element 

c/  Includes  Management  Headquarters  and  DoDSI  starting  in  FY  90 
d/  Reflects  the  adjustment  for  DoDSI  from  Industrial  Security  to  Other 


PROGRAM  ELEMENT  DISTRIBUTION 
OF  OPERATION  & MAINTENANCE  FUNDS 


Most  of  the  nonpersonnel  costs  are  fixed  or  semi-fixed 
in  that  they  do  not  directly  change  with  fluctuations  in 
workload  and  personnel.  Thus,  major  reductions  in 
resources  must  come  from  personnel  savings. 


The  DIS  dollar  is  distributed  in  five  distinct 
program  elements: 

* Personnel  Security  Investigations  (PSI) 

* Industrial  Security  Program  (ISP) 

* Headquarters  (HDQ) 

* Communications  (COMM) 

* DoD  Security  Institute  (DoDSI) 


ISP 

(17.6%) 


(74.4%) 


COMM 

(0.7%) 

HDQ 

(5.5%) 

DODSI 

(1.8%) 
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End  Of  The  Year  Report  On  The  Investigations  Program 


by  Thomas  Ewald,  Deputy  Director,  Investigations 


FY  91  was  a productive  year  for  the  Personnel 
Security  Investigations  (PSI)  Program.  We 
opened  over  226,600  personnel  security 
investigations  (PSIs)  and  closed  just  under 
232,100.  In  addition,  over  681,500  National 
Agency  Checks  (NACs)  were  opened  and  just 
under  691,100  were  closed.  Despite  the  fact  that 
our  personnel  resources  have  continued  to 
decline,  the  average  PSI  completion  time 
decreased  slightly,  halting  the  upward  trend  in 
case  completion  times  of  the  past  several  years. 

Notwithstanding  our  growing  personnel 
shortages,  we  have  maintained  our  commitment 
to  the  high  quality  of  our  investigative  product. 
As  part  of  DIS’  ongoing  quality  enhancement 
program  during  the  past  year,  the  DIS  Quality 
Assurance  Branch  (QAB),  located  at  the 
Personnel  Investigations  Center  (PIC),  continued 
to  conduct  a quality  review  of  investigative 
reports.  As  a result,  investigative  deficiencies 
were  targeted  and  examples  of  outstanding  work 
were  recognized.  Other  quality-enrichment 
activities  included  cross-training  a number  of 
qualified  individuals  to  function  as  both  agents 
for  the  personnel  security  investigations  program 
and  as  inspectors  in  the  industrial  security 
program,  procurement  of  videotraining 
equipment  for  all  field  offices,  and  distribution  of 
a training  video  concerning  use  of  confidential 
sources.  New  videos  on  general  interviewing 
techniques  and  the  conduct  of  confrontational 
interviews  are  in  production.  In  cooperation  with 
the  DoD  Security  Institute,  DIS  participated  in 
two  overseas  training  sessions  attended  by 
special  agents  of  Army  Military  Intelligence  and 
Air  Force  Office  of  Special  Investigations.  These 
elements  conduct  PSIs  outside  CONUS  pre- 
dominantly on  their  fellow  service  personnel. 

Our  resource  management  and  training  efforts 
continue  to  produce  significant  results.  The 
number  of  issue  cases  continues  to  rise,  with  over 
25%  of  all  cases  in  FY  91  containing  adjudica- 
tively  significant  information.  Our  agents  have 
developed  allegations  of  fraud,  tax  evasion, 
technology  transfer,  sexual  abuse  of  children, 
drug  and  alcohol  abuse,  mental  or  emotional 
disorders,  excessive  indebtedness,  unexplained 
affluence,  criminal  conduct,  possible  espionage 
activity  and  other  suitability  issues  during  the 


course  of  PSIs.  In  many  cases  where  adverse 
information  was  involved,  a polygraph  was 
necessary  in  order  to  resolve  pertinent  issues. 

The  number  of  examinations  conducted  increased 
56  percent  over  the  1990  figure,  to  a total  of  702, 
and  the  staff  of  polygraph  examiners  increased  by 
five  to  its  present  total  of  19.  In  FY  91,  the  DIS 
polygraph  program  enjoyed  great  success  with  an 
issue  resolution  rate  of  90  percent. 

Cooperation  was  the  watchword  for  FY  91. 

During  FY  91,  DIS  was  particularly  proud  to 
support  the  Desert  Shield/Storm  initiatives  by 
providing  necessary  expedited  and  expanded  PSIs 
on  key  reservists  and  support  personnel. 
Throughout  the  year,  DIS  worked  in  committee 
with  other  federal  agencies  towards  the 
development  of  a Single  Scope  Background 
Investigation  (SSBI)  which  would  be  accepted 
throughout  the  intelligence  community. 
Cooperative  efforts  have  also  been  made  towards 
the  development  of  a generic  Personnel  Security 
Questionnaire  which  will  be  suitable  for  use  by 
all  investigative  agencies.  During  FY  91, 
information  reports  were  provided  to  at  least  27 
other  government  agencies  concerning  over  1,500 
individuals  who  were  not  subjects  of  DIS 
investigations  but  whose  alleged  activities 
(developed  during  the  conduct  of  DIS 
investigations)  might  be  of  concern.  Such 
information  included  possible  smuggling  of 
drugs,  bribery,  misappropriation  of  funds, 
emotional  instability,  income  tax  evasion, 
perjury,  rape,  espionage,  racketeering, 
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embezzlement,  drug  abuse,  misuse  of  intoxicants 
child  molestation,  and  other  criminal  activity. 
Substantial  progress  towards  exchange  of  inves- 
tigative file  indices  with  the  Office  of  Personnel 
Management  and  significant  sharing  of 
information  and  analysis  between  DIS  and  the 
Defense  Personnel  Security  Research  and 
Education  Center  (PERSEREC)  also  are 
indicative  of  the  overall  success  of  our 
cooperative  endeavors. 


nue  to  be  extremely  proud  of  our  agents, 
trollers,  management  and  support 
^1  in  the  Investigations  program. 

(0  the  future,  the  challenge  will  be  to 
more  with  less  while  maintaining 
dard  of  excellence. 
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Special  Agent  of  the  Year 


James  B.  Witowski,  Director,  New  England;  John  F.  Donnelly,  Director,  DIS;  Scott  M.  Badger, 
Agent  of  the  Year  with  Mrs.  Badger;  Thomas  E.  Ewald,  Deputy  Director,  Investigations. 
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From  Our  Files 


Subject  was  also  quoted  as  saying  that  he  had 
informed  his  military  supervisor  that  he  would 
serve  his  country  only  in  the  U.S.  Subject  failed  to 
list  on  his  personnel  security  questionnaire  the 
identity  of  his  brother  serving  in  the  Iraqi  Army, 
although  DIS  was  aware  that  Subject  had  foreign 
connections  in  Yemen.  DIS  made  telephonic 
arrangements  to  interview  Subject  just  prior  to 
Subject  leaving  the  airport  to  depart  for  his 
classified  mission.  Subject  was  detained  and 
interviewed  by  the  DIS  Special  Agent  regarding 
the  newspaper  article  and  his  foreign  connec- 
tions. Subject  denied  having  any  relatives  in  Iraq 
and  claimed  he  was  misquoted  in  the  newspaper 
article.  An  intelligence  polygraph  examination 
was  subsequently  conducted  and  deception  was 
indicated.  Subject's  former  employer  later 
provided  additional  information  regarding  his 
j receipt  of  a letter  from  Syria  addressed  to 
Subject.  As  a result  of  the  above  information, 
Subject  was  removed  from  the  special  military 
program  and  the  results  of  the  polygraph 
examination  and  other  case  file  information 
were  referred  to  another  federal  agency. 


A background  investigation  was  initiated  on 
Subject  due  to  his  activation  as  a U.S.  Army 
Reservist  in  support  of  Operation  Desert 
Shield/Storm.  Subject  was  to  be  part  of  a 
classified  program  in  conjunction  with  another 
agency.  During  the  course  of  the  investigation,  a 
former  employer  provided  a DIS  Special  Agent 
with  a copy  of  an  article  recently  published  in  a 
local  newspaper.  The  article  contained  an 
interview  of  Subject  regarding  his  military  duty 
wherein  he  was  quoted  as  saying  that  he  would 
refuse  to  bear  arms  in  the  Middle  East  due  to  the 
fact  he  had  a brother  serving  in  the  Iraqi  Army. 


12 


From  Our  Files 


Subject  was  born  and  raised  in  Saigon, 

Vietnam.  He  later  immigrated  to  the 
United  States  where  he  attended 
college,  majoring  in  electrical 
engineering  and  computer  science  and 
eventually  became  a United  States 
citizen.  During  the  past  ten  years, 

Subject  was  employed  as  an  engineer 
for  various  companies  in  the  United 
States,  two  of  which  required  a security 
clearance.  A new  investigation, 
however,  was  required  for  his  most 
recent  employment  for  which  he  also 
needed  a security  clearance.  During  the 
course  of  the  DIS  investigation,  adverse 
information  was  developed.  At  one  of 
the  Subject's  prior  employments, 
employees  related  two  incidences  of 
untrustworthiness.  Subject  was 
subsequently  terminated  from  that 
employment  (with  restricted  eligibility 
for  rehire)  as  a result  of  his  unsatis- 
factory work  performance.  At  his  next 
place  of  employment,  it  was  discovered 
that  Subject  had  used  the  company's 
shipping  department  to  send  personal  correspondence  and  controlled  technology 
computer  equipment  to  a foreign  national.  Although  Subject  claimed  that  he  was  shipping 
clothing  to  family  members,  he  was  eventually  terminated  from  that  employment  due  to 
poor  work  performance.  Thereafter,  when  Subject  applied  for  his  current  employment,  he 
provided  false  and  misleading  information  regarding  his  employment  history.  The 
investigation  disclosed  the  erroneous  information  and  also  developed  other  issues 
including:  unexplained  affluence;  an  unlisted  arrest;  an  unlisted  spouse;  a developed 
residence;  unsubstantiated  employment;  unsubstantiated  educational  degrees;  extensive 
foreign  travel  and 
foreign  connections; 
credit  card  fraud;  and 
ownership  and  activi- 
ties in  an  import/ex- 
port business.  Asa 
result  of  the  devel- 
oped sensitive 
information,  the 
investigation  was 
referred  to  another 
federal  law  enforce- 
ment agency  who 
assumed  investigative 
jurisdiction  over  the 
case. 
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CASE  OPENINGS  BY  CASE  TYPE 

(All  Figures  Rounded  to  Nearest  Thousand) 


TOTALS-  203.3  220.3  243.2  229.4  259.7  259.5  226.6 

300  

S-PRs  S-PRs 
39.6  46.5 


ENAC  - Expanded  National  Agency  Check 

PA  - Post  Adjudicative 

S-PR  - Secret  Periodic  Reinvestigation 

Bl-  Background  Investigation 

SBI  - Special  Background  Investigation 

PR-  Periodic  Reinvestigation 


TOTALS-  207.2  214.6  235.8  232.2  217.4  288.3  232.1 

350  


300 


S-PRs 

•67.5 


Overall  closings  have  been  unable  to  keep  pace  with  overall  PSI  openings  since  FY  85  because  budget  cuts  were 
imposed  on  DIS,  affecting  our  resources,  at  a time  when  DIS  began  initiating  a number  of  investigative 
enhancements  to  improve  the  overall  quality  of  the  investigation.  In  FY  91,  a reversal  in  this  trend  which  began 
in  FY  90  continued,  with  overall  case  closings  significantly  greater  than  openings. 
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INVESTIGATIVE  REQUESTS  AND  TIMES 


WORKLOAD 

TIME 

(Days) 

WORKLOAD 

TIME 

(Days) 

WORKLOAD 

TIME 

(Days) 

WORKLOAD 

TIME 

(Days) 

FY  88 

FY  88 

FY  89 

FY  89 

FY  90 

FY  90 

FY  91 

FY  91 

CASES 

229,479 

91 

(130)* 

259,778 

102 

(141)* 

259,514 

106 

(156)* 

232,084 

105 

(154)* 

NACs 

827,716 

40 

843,805 

38 

845,445 

37 

691,078 

32 

•overseas 


DIS  relies  on  the  investigative  components  of  the  military  services  - 
U.S.  Army  Military  Intelligence.  Air  Force  Office  of  Special 
Investigations,  the  Naval  Investigative  Service  and  the  Department  of 
State  to  conduct  personnel  security  investigations  overseas.  This  chart 
compares  the  workload  and  completion  times  for  the  military  services 
overseas  with  DIS  offices  operating  in  CONUS.  NACs  are  conducted  by 
DIS  only. 


PSI  DISTRIBUTION  BY  REQUESTER 


The  chart  reflects  the  distribution  of 
investigative  requests.  The  category 
"Other"  includes  requests  made  by  DoD 
agencies  for  civilian  employees  and 
certain  non-DoD  agencies  with  which 
DIS  has  an  agreement  to  conduct 
personnel  security  investigations. 


Navy/ 

Marines 

21% 


Air  Force 
19% 


Industrial 

Requesters 

25% 


Army 

23% 


Other 

12% 
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ISSUE  CASE  COMPARISON 

(All  Figures  in  Thousands) 


DIS'  continuing  commitment  to  improve  training  of 
personnel  and  the  initiation  of  a number  of  investigative 
enhancements  over  the  years  have  resulted  in  an  increase  in 
the  number  of  investigations  where  derogatory  informa- 
tion was  developed  before  the  investigation  was  closed,  as 
depicted  on  the  chart  above. 


PERCENT  OF  ISSUE  CASES  TO 
TOTAL  CASES  CLOSED 


There  has  been  a steady  increase  in  the  percentage  of  "issue 
cases"  or  those  which  contain  significant  adverse  informa- 
tion. The  chart  above  depicts  this  trend  in  issue  cases  where 
adverse  information  was  either  known  upon  case  initiation 
or  was  developed  during  the  course  of  the  investigation. 
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End  Of  The  Year  Report  On  The  Industrial  Security  Programs 


by  Gregory  Gwash,  Deputy  Director,  Industrial  Security 


Effectively  managing  an  essentially  static 
workload  with  fewer  resources  appears  the  order 
of  the  day  in  our  present  budget  environment. 
Despite  significant  reductions  in  the  Defense 
budget,  there  has  been  only  a modest  reduction  in 
the  inventory  of  cleared  contractor  facilities,  the 
fundamental  basis  of  workload  in  the  Defense 
Industrial  Security  Program  (DISP).  As  a result, 
our  individual  field  offices  experienced  only 
slightly  reduced  inspection  workloads  while 
dealing  with  substantially  increased  admin- 
istrative requirements  due,  in  part,  to  downsizing 
at  higher  DIS  organizational  tiers.  During 
FY  91 , Industrial  Security  field  offices  completed 
16,912  inspections  in  the  DISP,  688  Special 
Access  Program  (SAP)  inspections,  163  Key  Asset 
Protection  Program  (KAPP)  surveys,  76  Arms, 
Ammunition,  and  Explosives  (AA&E)  Program 
inspections,  and  12,239  on-site  security 
approval/contractor  assistance  actions.  By  the 
end  of  the  fiscal  year,  we  had  only  286  Industrial 
Security  Representatives  remaining  on  the  field 
staff— a loss  of  16  during  the  year. 

Throughout  the  beginning  of  this  year, 
considerable  specialized  support  was  provided  to 
Desert  Storm-related  activities  by  various  DIS 
elements  and  more  notably,  the  Office  of 
Industrial  Security  International.  All  of  these 
support  actions,  due  to  their  operational 
significance,  were  provided  under  the  highest 
priority.  Actions  ranged  from  counter-terrorist 
support  activities  to  assuring  streamlined 
completion  of  the  Industrial  Security  missions 
related  to  contractor  facility  and  personnel 
clearances  and  transfer  of  material  to  U.S.  and 
Allied  military  operations.  Moreover,  the 
Agency's  oversight  responsibility  for  SAPs 
continued  to  expand  through  the  assumption  of 
security  responsibility  of  additional  User  Agency 
programs  at  contractor  facilities. 

A significant  event  in  1991  was  the  growth  of  the 
National  Industrial  Security  Program  (NISP) 
from  a concept  to  an  assemblage  of  1 1 working 
groups  consisting  of  over  280  government  and 
industry  personnel.  DIS  industrial  security 
personnel  were  represented  on  every  level  of 
these  working  groups  and  by  the  end  of  FY  91,  a 
comprehensive  report  to  the  President  had  been 
sent  to  the  Secretary  of  Defense,  the  Secretary  of 
Energy,  and  the  Director  of  Central  Intelligence 
for  signature.  The  NISP  process  will  revolu- 


tionize many  aspects  of  traditional  industrial 
security,  including  providing  for  common 
security  standards  and  reciprocal  inspections  by 
DIS,  Energy,  CIA  and  the  SAPs. 

We  have  also  had  to  look  to  non-traditional 
management  techniques  to  handle  the  continuing 
demand  for  our  services  as  our  resources  continue 
on  a downward  trend.  One  recent  initiative  is 
"contracting  out"  which  takes  advantage  of  fully 
trained  investigative  and  security  professionals 
located  in  areas  of  the  country  where  workload 
has  significantly  exceeded  resources.  This 
program  has  provided  immediate  and  short-range 
field  support  in  geographic  areas  requiring 
immediate  attention,  due  either  to  operational 
concerns  or  significant  personnel  shortages. 

Another  initiative  is  the  "dual-credential” 
program  which  provides  formal  training  and 
operational  utilization  of  selected  personnel  in 
the  capacities  of  both  Industrial  Security 
Representative  and  Special  Agent.  As  in  the 
contracting  program,  this  program  provides  our 
field  managers  with  much  needed  flexibility  to 
address  workload  and  workforce  imbalances. 
Significant  savings  have  also  accrued  from 
reduced  travel  costs  as  many  of  the  dual- 
credentialled  employees  are  in  locations  which 
Industrial  Security  Representatives  previously 
traveled  to  on  temporary  duty  assignment. 

The  downsizing  of  the  regional  staff  in  our 
Cognizant  Security  Offices  was  substantially 


17 


completed  during  FY  91,  with  professional 
staffing  reduced  to  levels  representing  only  a 
fraction  of  the  Industrial  Security  staff  formerly 
at  the  eight  locations.  The  vast  majority  of  the 
functions  formerly  performed  by  these  personnel 
were  transferred  to  the  Field  offices.  This 
initiative  establishes  the  Industrial  Security 
Representative  as  the  principal  point  of  contact 
with  industry  for  industrial  security  issues  and 
has  resulted  in  significantly  enhanced  service  to 
industry. 

Despite  the  challenges  we  have  faced  in  the  last 
year  in  dealing  with  our  workload  as  resources 
dwindle,  we  have  continued  to  make  quality  a top 
priority  at  all  levels  of  the  organization.  Our 
Quality  Assurance  Review  Program  has  been 
expanded  to  include  periodic  national  quality 
re  *uew  teams  and  review  of  activities  at  the 
regional  level  as  well  as  the  publication  of 
bulletins  focusing  on  current  quality  and  policy 
issues. 

Throughout  1991,  additional  requirements  were 
placed  on  the  various  Industrial  Security 
Programs  while  our  staffing  decreased. 
Management  throughout  the  Industrial  Security 
organization  routinely  face  challenges  which 
place  ever  higher  demands  on  their  ability  to 
prioritize  the  workload,  maintain  high  levels  of 
quality,  and  complete  our  many  missions  in  a 
timely,  professional  manner. 
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Industrial  Security  Representative  of  the  Year 


Alfred.  W.  Hazen,  Director,  Northwestern  Region;  John  F.  Donnelly,  Director,  DIS; 

Joseph  R.  Cacek  Jr.,  IS  Rep  of  the  Year;  Gregory  A.  Gwash,  Deputy  Director,  Industrial  Security. 
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On  August  13,  1991,  DI5  Headquarters  received 
a telephone  call  from  an  Industrial  Security 
Representative  (ISR)  assigned  to  a DIS  industrial 
security  field  office.  The  ISR  reported  that 
during  the  course  of  an  ongoing  security 
inspection,  a foreign  CONFIDENTIAL  document 
was  trans-mitted  directly  to  a cleared  contractor 
facility  over  an  unsecured  telefax  machine.  The 
telefaxed  document  had  been  intended  for  an 
uncleared  individual  in  the  facility's  marketing 
department. 

A representative  from  the  International 
Programs  Branch  at  DIS  Headquarters  spoke 
with  the  ISR  and  obtained  the  name  and 
telephone  number  of  the  individual  who  had 
forwarded  the  document.  Thereafter,  the  ISR 
interviewed  the  intended  recipient  at  the 
company,  while  DIS  Headquarters  telephoned 
the  appropriate  foreign  embassy  point-of- 
contact  to  relay  the  initial  report  of  the 
improper  transmission.  Embassy  personnel  were 
requested  to  obtain  information  on  the  sender's 
clearance  status.  While  the  embassy  was 
conducting  the  inquiry,  the  ISR  contacted  DIS 
Headquarters  and  advised  that  the  individual 
responsible  for  the  transmission  was  an  overseas 
consultant  working  under  a marketing 
agreement  for  the  U.S.  firm.  The  U.S.  firm  was 
able  to  provide  the  name  and  overseas  address 
of  the  consultant's  company,  which  was 
immediately  provided  to  the  point  of  contact  at 
the  foreign  embassy.  Within  minutes  the 
foreign  embassy  was  able  to  determine  that 
neither  the  consultant  nor  his  company  were 
cleared. 

Due  to  the  nature  of  the  subject  matter  within 
the  document  and  the  fact  that  the  document 
transmitted  had  been  generated  by  the  foreign 
government's  program  office  only  two  days 
prior,  the  foreign  government  was  anxious  to 
determine  the  name  of  the  responsible  official 
who  may  have  obtained  the  document  in  an 
unauthorized  manner  since  the  material  was  not 


Files 


releasable  outside  of  their  government.  The 
foreign  embassy  was  able  to  determine  that  the 
address  DIS  provided  for  the  foreign  firm 
matched  the  transmitting  number  on  the 
telefax.  Within  30  minutes,  DIS  Headquarters 
received  a telephone  call  from  the  foreign 
embassy  indicating  that  their  government's 
agents  had  located  the  uncleared  individual 
who  transmitted  the  classified  document  and 
were  in  the  process  of  interviewing  him  to 
determine  his  source. 
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From  Our  Files 


In  response  to  information  that  a cleared  defense 
contractor,  identified  herein  as  the  ABC  Com- 
pany (ABCC),  had  filed  suit  against  another 
cleared  contractor,  identified  herein  as  the  DEF 
Company  (DEFC),  DIS  obtained  a copy  of  the 
documents  filed  with  the  court.  The  suit  alleged 
that  DEFC  stole  proprietary  software  from  ABCC 
by  encouraging  key  personnel  who  had  recently 
left  the  employment  of  ABCC  and  who  had 
subsequently  gone  to  work  for  DEFC  to  return  to 
ABCC  and  copy  ABCC  software.  The  suit  further 
alleged  that  DEFC's  intent  in  gaining  access  to 
ABCC's  software  was  to  cause  the  loss  of  ABCC's 
current  classified  contracts.  The  suit  made  no 
reference  to  the  fact  that  classified  information 
was  involved  or  at  risk. 

DIS,  thereupon,  conducted  an  administrative 
inquiry  which  revealed  that  the  software  in 
question,  did  in  fact  contain  TOP  SECRET 
information.  It  was  learned  that  the  software 
involved  was  reproduced  without  authorization 
or  accountability  and  was  removed  from  the 
facility  without  markings  or  proper  wrapping 
being  placed  upon  it.  The  two-person  rule  for 
handling  TOP  SECRET  information  was  violated 
as  were  AIS  regulations  for  processing  classified 
information.  It  was  also  learned  that  the 
employees  of  DEFC  who  subsequently  handled 
the  classified  software  did  not  have  current  DoD 
personnel  security  clearances  and  furthermore 
that  the  ABCC  facility  security  officer  allowed  the 
former  employees  access  to  the  facility,  the 
secured  vault  area,  the  automated  information 
systems  and  the  software. 

Interviews  and  polygraphs  of  employees  at  both 
firms  revealed  a history  of  security  violations  at 
ABCC  which  were  not  previously  reported.  As  a 
result  of  the  administrative  inquiry,  however, 
both  companies  were  rated  unsatisfactory.  ABCC 
has  since  left  the  Defense  Industrial  Security 
Program  and  DEFC’s  satisfactory  rating  has 
recently  been  restored.  The  status  of  the 
personnel  security  clearances  of  several 
individuals  involved  in  the  incident  are  still  in 
question,  however. 


SPECIAL  ACCESS  PROGRAM 
INSPECTIONS 


KEY  ASSETS  PROTECTION  PROGRAM 
PROGRAM  GROWTH 


ACTUAL 

- — PROJECTED 

DIS  responsibility  for  the  inspection  of  SAP  facilities 
continued  to  increase  during  FY  91.  It  is  anticipated 
that  this  trend  will  continue  in  succeeding  fiscal 
years. 


* FORSCOM  (J5)  projections  for  FY  92  as  of  10/23/91 

During  the  period  10/90  to  3/91,  DIS  conducted  125 
high  priority  KAPP  surveys  in  support  of  Desert 
Shield/Storm.  Overall,  KAPP  responsibilities  con- 
tinued to  expand  in  FY  91  with  continued  growth 
anticipated  during  future  years. 


FACILITY  SECURITY  CLEARANCES  PROCESSING  INTERIM  FACILITY 

CLEARANCES 


12.600 
12.400 
12.200 
12,000 
11.800 

FY  88  89  90  91 


The  downward  trend  in  the  number  of  cleared  facilities 
continued  during  FY  91.  However,  this  downward  move- 
ment was  offset  by  increases  in  the  workload  in  Special 
Access  Programs  and  the  Key  Assets  Protection  Program. 


Due  to  a procedural  change  in  processing  interim  facility 
clearances,  average  time  increased  during  FY  91 . The  period 
necessary  to  issue  interim  clearance,  however,  remained 
comfortably  below  thirty  days  on  the  average. 
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PERSONNEL  CLEARANCES  GRANTED 


FY  88 

FY  89 

FY  90 

FY  91 

INITIAL  GRANTS 

119,892 

104,692 

95,534 

69,959 

CONTINUATIONS  (BASED 
ON  PR's) 

17,614 

22,802 

55,366 

27,760 

TRANSFERS/CONCURRENTS 

44,042 

42,540 

43,460 

38,286 

CONVERSIONS 

20,057 

17,121 

15,722 

11,652 

TOTAL 

201,605 

187,155 

210,082 

147,657 

During  FY  91.  operations  at  the  Defense  Industrial  Security  Clearance 
Office  (DISCO)  were  dramatically  affected  by  rehost  of  their  automation 
system  from  a mainframe  computer  in  Columbus.  Ohio  to  the  DIS 
mainframe  located  in  Baltimore,  Maryland.  Normal  operations  had  to  be 
suspended  for  several  months  to  allow  for  program  testing/changes. 
Although  the  industrial  personnel  security  workload  appears  to  have 
decreased  during  FY  91,  the  reduced  completions  were  due  primarily  to 
DISCO's  inability  to  address  the  workload  during  the  automation 
changeover.  The  rehosting  resulted  in  significant  savings  to  DIS. 


CLEARANCE  REDUCTION  STATUS 
DEFENSE  INDUSTRIAL  SECURITY  PROGRAM 


TOP  SECRET 

SECRET 

GOVT. 

CONFIDENTIAL 

TOTAL  GOVT. 

COMPANY 

CONFIDENTIAL 

TOTAL 

SEP  84 

128,405 

917,912 

4,964 

1,105,281 

300,000 

1,405,281 

OCT  90 

123,387 

714,947 

36,659 

874,993 

107,731 

982,724 

OCT  91 

120,683 

655,631 

40,043 

816,357 

93,180 

909,537 

The  number  of  industrial  personnel  clearances  which  are  active  continues  to  decrease  in  all 
areas  except  government  CONFIDENTIAL.  This  is  due  primarily  to  the  phased  elimination  of 
the  company-granted  CONFIDENTIAL  clearance.  Note  that  there  has  not  been  a significant 
decline  in  the  number  of  TOP  SECRET  personnel  clearances  which  require  the  more  resource- 
intensive special  background  investigation. 
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FINAL  FACILITY  CLEARANCE 
PROCESSING  TIMES 


Average  Days  to  Process 


NOV  DEC  JAN  FEB  MAR  APR  MAY  JUN  JUL  AUG  SEP  OCT  NOV 
90  91 


- TOP  SECRET  _ __  SECRET/CONF 


The  average  number  of  days  to  process  a final  facility  security 
clearance  for  TOP  SECRET  facilities  rose  substantially  during  FY  91. 


COMPLETED  DISP  FIELD  ACTIONS 


Advice  and 

Inspections  — _ — Assistance 


Completed  inspections  and  advice  and  assistance  actions 
decreased  during  FY  91  primarily  due  to  reduced  personnel 
resources  as  a result  of  the  current  DoD  hiring  freeze.  An 
increase  in  high  priority  Special  Access  Program  and  Key 
Asset  Protection  Program  field  actions  also  affected  the 
reduced  Defense  Industrial  Security  Program  (DlSP)  field 
actions  completed. 
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1991  James  S.  Cogswell  Awards 


Outstanding  Industrial  Security  Achievement 


Mr.  Jack  Donnelly,  Director,  Defense  Investigative  Service  (DIS),  announced 
the  recipients  of  the  1991  Department  of  Defense  James  S.  Cogswell 
Oustanding  Industrial  Security  Achievement  Award  on  June  25, 1991  during 
the  National  Classification  Management  Society's  27th  Annual  Training 
Seminar  held  in  San  Diego,  California.  1991  marks  the  24th  anniversary  of 
the  Award,  which  was  first  presented  in  1967  to  16  contractors.  The  Cogswell 
Award  - which  was  named  in  honor  of  Colonel  James  S.  Cogswell,  United 
States  Air  Force,  the  first  Chief  of  the  Office  of  Industrial  Security  - symbolizes 
a joint  government-industry  commitment  to  industrial  security  excellence 
through  the  practice  of  sound  security  policies  and  procedures.  Under  the 
stewardship  of  Colonel  Cogswell,  certain  basic  principles  of  the  Defense 
Industrial  Security  Program  were  forged,  including  the  partnership  concept 
and  the  standard  of  industrial  security  excellence.  Of  the  approximately 
12,000  cleared  contractor  facilities  eligible  for  the  Award  in  1991,  only  43  were 
chosen.  They  are  as  follows: 
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NEW  ENGLAND  REGION 

SMITHS  INDUSTRIES 

FIRST  SECURITY  SERVICES  CORPORATION 
Boston,  Massachusetts 

Aerospace  & Defense  Systems,  Inc. 
Florham  Park  Division 
Florham  Park,  New  Jersey 

Facility  Security  Officer:  William  J.  Goss 
Chief  Executive  Officer:  Robert  F.  Johnson 

Facility  Security  Officer:  Kenneth  A Kazimir 
President:  William  Talley 

M/A-COM  ADAMS-RUSSELL,  INC 
Antenna  & Microwave  Division 
Amesbury,  Massachusetts 

CAPITAL  REGION 

Facility  Security  Officer:  John  J.  McNulla 
General  Manager:  Ronald  E Guimond 

E-SYSTEMS,  INC. 
Melpar  Division 
Falls  Church,  Virginia 

SCIENCE  APPLICATIONS  INTERNATIONAL  CORPORATION 
Lexington,  Massachusetts 

Facility  Security  Officer:  Warren  Vollert 
Vice  President:  Talbot  S.  Huff,  Jr. 

Facility  Security  Officer:  Iris  G.  Wheaton 
Facility  Manager:  Francis  W.  French 

UNITED  TECHNOLOGIES  CORPORATION 

GTE  GOVERNMENT  SYSTEMS  CORPORATION 
Command,  Control  & Communications  Systems 
Rockville,  Maryland 

Sikorsky  Aircraft  Division 
Stratford,  Connecticut 

Facility  Security  Officer:  Martha  A.  Inglis 
Business  Area  Director:  Donald  Evans 

Facility  Security  Officer:  Thomas  C Fischer 
President:  Eugene  Buckley 

SYSCON  CORPORATION 
Dahlgren,  Virginia 

MID-ATLANTIC  REGION 

Facility  Security  Officer:  Wendy  K.  Watson 
Division  Manager:  John  D Edwards 

AMMANN  & WHITNEY,  INC. 
New  York,  New  York 

VITRO  CORPORATION 
Silver  Spring,  Maryland 

Facility  Security  Officer:  Paul  Chen 
Chairman  of  the  Board:  Edward  Cohen 

Facility  Security  Officer:  Charles  R.  Smith 
Chief  Executive  Officer:  Mercade  A.  Cramer,  Jr 

GENERAL  SCIENCES,  INC 
Souderton,  Pennsylvania 

MID-WESTERN  REGION 

Facility  Security  Officer:  Evelyn  Zavitsanos 
President:  Peter  Zavitsanos 

GOODYEAR  TIRE  & RUBBER  COMPANY 
Akron,  Ohio 

RAYTHEON  SERVICE  COMPANY 
Mid-Atlantic  Systems  Facility 
Moorestown,  New  Jersey 

Facility  Security  Officer:  Alan  S.  Reed 
Chairman  of  the  Board:  Thomas  H.  Barrett 

Facility  Security  Officer:  Rhoda  A Schwartz 
Office  Manager:  Shelley  M.  Pierce 

KAISER  OPTICAL  SYSTEMS,  INC. 
Ann  Arbor,  Michigan 

Facility  Security  Officer:  James  W.  Lester 
President:  John  H.  Ward,  III 
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KELLY  SERVICES.  INC. 

Troy,  Michigan 

Facility  Security  Officer:  Janet  A.  Niswonger 
President:  Terence  E.  Adderley 

UNIVERSITY  OF  DAYTON 
Dayton,  Ohio 

Facility  Security  Officer:  M Francina  Lester 
University  President:  Raymond  L Fitz 

SOUTHEASTERN  REGION 

DYNETICS,  INC. 

Huntsville,  Alabama 

Facility  Security  Officer:  Patricia  H.  Massengale 
President:  Marcus  J.  Bendickson 

E-SYSTEMS,  INC. 

ECI  Division 

St.  Petersburg,  Florida 

Facility  Security  Officer:  Dean  H.  Staples 
Vice  President:  Arthur  M.  Richard 

INTERNATIONAL  ENTERPRISES,  INC. 

Talladega,  Alabama 

Facility  Security  Officer:  Dr.  Donna  R.  King 
President:  Ross  M.  Self 

LTV  AEROSPACE  & DEFENSE  CO. 

LTV  Missiles  and  Electronics  Group 

Missiles  Division 

East  Camden,  Arkansas 

Facility  Security  Officer:  Derrell  L.  Lentz 
General  Manager:  Bert  W.  Quinlan 

LOGICON  EAGLE  TECHNOLOGY,  INC. 

Winter  Park,  Florida 

Facility  Security  Officer:  Laura  Jean  Hilder 
President:  James  F.  Harvey 

PHASE  IV  SYSTEMS,  INC. 

Huntsville,  Alabama 

Facility  Security  Officer:  Beverly  M.  Smith 
President:  George  T.  O'Reilly 


SVERDRUP  TECHNOLOGY,  INC. 

TEAS  Group 
Niceville,  Florida 

Facility  Security  Officer:  Vera  L.  Pewitt 
Facility  Manager:  Mark  C.  Nelson 

TRW,  INC. 

TRW  Space  & Defense 
Avionics  & Surveillance  Group 
Warner  Robins  Avionics  Laboratory 
Warner  Robins,  Georgia 

Facility  Security  Officer:  Sheila  M.  Pruitt 
Manager:  Franklin  P.  Herring 

VITRO  TECHNICAL  SERVICES,  INC. 

Eglin  Operations 
Elgin  AFB,  Florida 

Facility  Security  Officer:  Thomas  A.  Herlihy 
President:  Harold  D.  Burns 


SOUTHWESTERN  REGION 

DECISION-SCIENCE  APPLICATIONS,  INC. 

Colorado  Operations 
Colorado  Springs,  Colorado 

Facility  Security  Officer:  Starla  L.  Richman 
Director:  Mylan  A.  Haugen 

E-SYSTEMS,  INC. 

Greenville  Division 
Greenville,  Texas 

Facility  Security  Officer:  Robert  L.  Amick,  Jr. 
Vice  President:  Brian  D.  Cullen 

IBM  CORPORATION 
Federal  Sector  Division  (FSD) 

Boulder,  Colorado 

Facility  Security  Officer:  Sandra  K.  James 
General  Manager:  Nicholas  M.  Rossi 

ST  MICROWAVE  CORPORATION 
Arizona  Operations 
Chandler,  Arizona 

Facility  Security  Officer:  Paula  G.  Murray 
General  Manager:  Gene  L.  Joles 
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RAYTHEON  SERVICE  COMPANY 
El  Paso,  Texas 

Facility  Security  Officer:  Cynthia  A.  Sepulveda 
Facility  Manager:  Donald  K.  Digeson 

TEXAS  INSTRUMENTS,  INC. 

Lewisville,  Texas 

Facility  Security  Officer:  William  E.  Strachan 
Senior  Vice  President:  G.DeanClubb 

TELECOMMUNICATIONS  SCIENCE  ASSOCIATES,  INC. 
dba:  TCS,  Inc. 

Richardson,  Texas 

Facility  Security  Officer:  Sue  M.  Daghestani 
Manager,  Dallas  Operations:  John  R.  P.  Buckner 

UNISYS  DEFENSE  SYSTEMS,  INC. 

Systems  Services  Group 
Houston,  Texas 

Facility  Security  Officer:  Selena  M.  Post 
Program  Director:  Gregory  S.  Trachta 

NORTHWESTERN  REGION 

AEROTHERM  CORPORATION 
Mountain  View,  California 

Facility  Security  Officer:  Karen  S.  Milos 
Chief  Executive  Officer:  Gilbert  F.  Decker 

RANDTRON  SYSTEMS,  INC. 

Menlo  Park,  California 

Facility  Security  Officer:  Elizabeth  E.  Johnson 
President:  William  F.  Gates 

SRI  INTERNATIONAL 
Menlo  Park,  California 

Facility  Security  Officer:  Richard  A.  Black 
Chief  Operating  Officer:  Paul  J.  Jorgensen 

TELEDYNE  McCORMICK  SELPH 
Hollister,  California 

Facility  Security  Officer:  Geoffrey  S.  Arnold 
President:  Donald  J.  Kearney 


TODD  PACIFIC  SHIPYARDS  CORPORATION 
Seattle  Division 
Seattle,  Washington 

Facility  Security  Officer:  Marlene  E.  Kelly 
General  Manager:  Hans  K.  Schaefer 

PACIFIC  REGION 

ITT  FEDERAL  SERVICES  CORPORATION 
Vandenberg  AFB,  California 

Facility  Security  Officer:  Raymond  L.  Booth 
Vice  President:  Gerald  G.  Beth 

MCDONNELL  DOUGLAS  TECHNOLOGIES,  INC. 

Gray  Butte  Measurement  Facility 
Palmdale,  California 

Facility  Security  Officer:  Ted  J.  Dill 
General  Manager:  William  V.  Mount 

VEDA  INCORPORATED 
Camarillo,  California 

Facility  Security  Officer:  Karen  L.  Evans 
General  Manager:  Calvin  M.  Carrera 

OISI-  EUROPE 

INTELCOM  SUPPORT  SERVICES,  INC. 

Montrose,  Scotland 

Facility  Security  Officer:  Richard  E.  Kinnunen 
Project  Manager:  Richard  E.  Kinnunen 

TECHDYN  SYSTEMS  CORPORATION 
Worms,  Germany 

Facility  Security  Officer:  Anne  Weiskircher 
Program  Director:  Milton  de  Rouen,  Jr. 
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FY  91  Initiatives  And  Achievements 


THE  NATIONAL  INDUSTRIAL  SECURITY  PROGRAM  (NISP) 


As  a result  of  National  Security  Review  #18,  an  interagency  task  force  was  established  to  develop  policy 
and  procedures  relative  to  a National  Industry  Security  Program.  DIS  has  been  and  will  continue  to  be 
an  integral  part  of  the  effort  to  design  the  future  NISP.  The  Director,  DIS  is  a member  of  the  steering 
committee  and  two  working  groups;  Regulations  and  Oversight  and  Compliance  are  co-chaired  by  DIS 
personnel.  To  date,  eleven  DIS  Industrial  Security  personnel  have  been  assigned  as  project  officers  on 
NISP  working  groups. 


DEFENSE  TREATY  INSPECTION  READINESS  PROGRAM  (DTIRP) 

Established  in  1990  as  the  Defense  Contractor  Inspection  Readiness  Program  (DCIRP),  the  DTIRP,  as  it 
is  known  today,  is  an  interagency  effort  to  prepare  contractors  for  inspections  by  the  Soviets  under  the 
provisions  of  the  Strategic  Arms  Reduction  Treaty  (START).  DIS,  along  with  personnel  from  the  On- 
Site  Inspection  Agency,  Defense  Intelligence  Agency,  National  Security  Agency,  Federal  Bureau  of 
Investigations,  Central  Intelligence  Agency  and  the  military  departments  have  worked  closely  to 
identify  vulnerabilities  and  to  establish  effective  countermeasures.  During  the  past  year,  the  program 
was  expanded  to  include  surveys  of  the  military  sites  that  will  be  inspectable  under  the  START  Treaty. 
The  DTIRP  is  likely  to  be  used  for  other  pending  treaties  such  as  the  Chemical  Weapons  Treaty. 

SUPPORT  TO  THE  ON-SITE  INSPECTION  AGENCY  (OSIA) 

DIS  has  continued  to  support  OSIA  by  assigning  full-time  personnel  to  OSIA  Headquarters  and  OSIA 
field  operating  locations.  Another  industrial  security  representative  will  be  assigned  to  OSIA  to 
support  the  portal  under  START.  Industrial  Security  Representatives  assigned  to  our  European  offices 
will  also  support  OSIA  as  escorts  for  the  Conventional  Forces  Europe  (CFE)  Treaty. 


DEVELOPMENT  AND  IMPLEMENTATION  OF  MINI-SATAP  BRIEFINGS 

Due  to  the  coordination/logistical  complexities  associated  with  providing  the  Security  Awareness  and 
Threat  Assessment  Program  (SATAP)  briefings  to  defense  contractor  personnel  overseas,  the  frequency 
of  the  briefings  is  sometimes  less  than  optimum.  In  light  of  this,  the  Office  of  Industrial  Security 
International  has  developed  a Mini-SATAP,  taking  advantage  of  local  intelligence  community 
personnel  to  provide  effective  counter-intelligence/espionage  threat  briefings  which  key  on  current 
circumstances.  This  less  extensive  briefing  provides  alternate  threat  awareness  education  capabilities. 


COUNTER-TERRORIST  OPERATIONS 

During  the  Gulf  War,  field  personnel  from  the  DIS  Office  of  Industrial  Security  International-Europe 
(OISI-E)  worked  very  closely  with  the  respective  military  communities  in  which  they  are  located.  In 
Brussels,  OISI-E  personnel  helped  staff  a 24-hours,  seven-days  a week  Joint  Operation  Center  for  the 
purpose  of  continually  monitoring  the  terrorist  threat  in  Belgium.  This  entailed  OISI-E  personnel 
working  12-hour  shifts,  both  night  and  day,  in  addition  to  their  regular  duties.  Daily  briefings  were 
prepared  and  presented  to  the  senior  U.S.  Government  officials  in  Brussels. 
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AUTOMATION  OF  VISIT  REQUESTS 

In  an  effort  to  reduce  expenses  and  improve  productivity  and  operations,  two  automation  efforts  have 
been  developed  by  the  Security  Policy  Automation  Directorate  (SPAD),  Office  of  the  Secretary  of 
Defense,  in  coordination  with  DIS  Headquarters,  to  expedite  the  process  for  passing  security  clearances 
between  foreign  nations  and  the  U.S.  The  Foreign  Visits  System  (FVS),  which  addresses  the  processing 
of  incoming  foreign  visitors  to  DoD  and  Defense  contractor  facilities,  became  fully  operational  in  FY  91. 
Experience  to  date  indicates  that  the  processing  time  for  routine  foreign  visit  requests  has  been 
significantly  reduced  with  turnaround  times  of  two  to  three  days,  versus  the  past  norm  of  thirty  days. 
The  U.S.  Visitor  International  System  (USVISITS),  presently  in  the  testing  stages,  is  scheduled  for  full 
operation  in  January  1992,  and  will  provide  the  same  expedited  service  for  U.S.  contractors  visiting  at 
overseas  locations. 


STU-III  LOAN  PROGRAM 

Continuing  a program  which  was  initiated  in  FY  90,  DIS,  together  with  the  National  Security  Agency 
(NSA),  has  worked  with  Defense  agencies  and  cleared  contractors  participating  in  the  Defense 
Industrial  Security  Program  (DISP)  to  improve  the  security  of  contractor  telecommunications.  During 
the  FY,  more  that  4500  STU-III  secure  telephones  were  deployed  to  critical  contractor  facilities,  based 
on  a survey  of  secure  communications  needs  conducted  in  the  prior  year.  Over  80%  of  the  available 
terminals  were  deployed,  with  the  balance  expected  to  be  in  service  by  the  first  quarter  of  1992. 


KEY  ASSET  PROTECTION  PROGRAM 

During  the  rapid  deployment  and  build-up  of  U.S.  Forces  in  the  Persian  Gulf  during  Operations  Desert 
Shield/Storm,  considerable  attention  here  at  home  was  focused  on  critical  facilities  needed  to  support 
and  sustain  our  troops  in  the  field.  The  Key  Asset  Protection  Program  helps  private  sector  managers  of 
these  critical  facilities  protect  their  facilities  and  ensure  continued  delivery  of  their  products  and 
services  to  the  troops.  Between  October  1990  and  March  1991,  DIS  Industrial  Security  Representatives 
conducted  125  high-priority  vulnerability  assessments  of  facilities  essential  to  the  U.S.  and  Allied  war 
fighting  capability. 


IMPROVING  DEFENSE  CONTRACTOR  ALARM  SYSTEMS 

During  FY  91,  DIS  and  the  Underwriters  Laboratories,  Inc.,  (UL)  successfully  worked  together  to 
modernize  the  certification  process  that  assures  the  integrity  and  reliability  of  alarm  systems  used  in 
contractor  facilities.  The  improvements  will  yield  more  flexible,  cost-effective  systems  and  produce  a 
higher  degree  of  assurance  that  the  alarm  systems  function  properly  than  has  previously  been  possible. 
UL's  field  countercheck  quality  assurance  program  will  also  cover  more  of  the  participating  contractors 
than  has  been  the  case  in  previous  years. 

OFFICE  OF  INSPECTOR  GENERAL 

The  Office  of  the  Inspector  General  (OIG),  DIS,  received  49  Department  of  Defense  (DoD)  Security 
Hotline  cases  and  52  Complaints/Requests  for  Assistance  cases  during  FY  91.  The  Hotline  cases, 
referred  to  DIS  by  the  DoD  Inspector  General  Hotline  Office,  included  allegations  of  DoD  contractor 
security  violations,  "bootlegged"  classified  documents,  illegal  export,  and  adverse  information 
(indebtedness,  emotional  instability,  criminal  activity,  substance  abuse,  etc.)  on  individuals  with  DoD 
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personnel  security  clearances.  The  Complaint/Request  for  Assistance  cases  included  allegations  of 
mismanagement/improper  personnel  practices,  security  "irregularities"  at  DoD  contractors,  etc. 
Increased  coordination  and  liaison  efforts  with  Inspector  General  offices  from  other  DoD  agencies  were 
also  pursued  this  year.  This  has  increased  the  number  of  case  referrals,  and  enhanced  the  DIS  OIG's 
capabilities  in  resolving  issues  which  involve  User  Agency  personnel  or  classified  information. 


AUTOMATED  INVESTIGATIVE  MANAGEMENT  SYSTEM  (AIMS) 

The  Personnel  Investigations  Center  (PIC)  is  the  central  location  for  the  initiation  and  control  of  all 
personnel  security  investigations  (PSI's)  conducted  by  DIS.  The  PIC  is  also  the  investigative  files 
repository  for  DIS  with  a current  inventory  of  3 million  files.  The  Investigations  Division  (ID),  the 
largest  organizational  element  at  the  PIC,  is  responsible  for  the  maintenance  and  control  of  pending 
investigative  case  files.  In  FY  91,  the  ID  opened  189,761  PSI's  directing  leads  to  investigative  field 
offices  located  throughout  the  United  States  and  around  the  world.  This  past  year,  DIS  took  an 
aggressive  approach  toward  informing  the  DoD  community  of  the  need  for  automating  the  PSI  process 
via  the  Automated  Investigative  Management  System  (AIMS).  When  AIMS  is  fully  operational,  a 
Subject's  background  information  will  be  collected  electronically  and  transmitted  to  the  PIC.  The 
system  will  automatically  assign  accountability,  retrieve  prior  dossiers  and  designate  the  investigative 
leads.  A case  controller  will  evaluate  the  leads  and  assign  additional  leads  when  necessary.  All  leads 
will  be  dispatched  and  returned  electronically  to  field  offices  in  the  United  States  as  well  as  to  military 
field  elements  overseas.  The  completed  investigation  will  be  reviewed  and  closed  by  the  controller.  The 
closed  investigation  will  be  stored  in  an  electronic  medium  and  simultaneously  transmitted  to  the 
appropriate  adjudication  facility.  This  system  will  benefit  all  phases  of  PSI  processing.  AIMS  will 
eliminate  mailing  time  and  duplicative  mundane  tasks,  permitting  more  efficient  and  effective  use  of 
resources.  The  communication  between  the  requester,  DIS,  and  the  adjudicator  will  be  significantly 
enhanced. 

NATIONAL  FINGERPRINT  FILE  (NFF)  PILOT  PROJECT 

The  National  Agency  Check  Division  at  the  Personnel  Investigations  Center  participated  in  an  NFF 
pilot  project  with  the  Federal  Bureau  of  Investigation  (FBI)  during  the  past  year.  This  pilot  project  was 
a final  test  of  the  FBI's  Interstate  Identification  Index  Program  in  which  the  FBI  seeks  to  decentralize 
their  identification  records,  giving  greater  responsibility  to  the  states  for  providing  their  own  criminal 
history  records  to  authorized  requesters.  This  has  resulted  in  our  ability  to  provide  more  extensive 
arrest  information  regarding  subjects  of  investigation  to  DoD  requesters. 


VIDEO  TRAINING  EFFORTS 

In  order  to  reduce  the  costs  associated  with  training  during  the  past  year,  the  Information  and  Public 
Affairs  Office  located  at  DIS  Headquarters  created  the  Video  Production  Branch.  In  FY  91,  this 
modestly-staffed  unit  developed  training  films  depicting  the  personnel  security  investigative  process, 
effective  utilization  of  computers  and  guidelines  for  supervisory  interaction  with  employees  on  such 
topics  as  performance  reviews  and  appraisals.  The  goal  of  the  branch  is  to  provide  a quality  training 
tool  for  use  at  field  locations  thereby  reducing  travel  and  temporary  duty  expenses  associated  with 
formalized  classes. 
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SINGLE  SCOPE  BACKGROUND  INVESTIGATION 

After  over  a decade  of  research  and  analysis  concerning  the  desirability  of  introducing  a uniform 
personnel  security  investigation  for  all  federal  agencies  and  levels  of  TOP  SECRET  access,  to  include 
access  to  Sensitive  Compartmented  Information  (SCI),  the  Single  Scope  Background  Investigation 
(SSBI)  was  implemented  on  December  1, 1991.  The  SSBI  incorporates  the  basic  scope  of  the  Special 
Background  Investigation  (SBI),  requires  an  in-depth  Subject  Interview  which  was  not  required  as  part 
of  the  SBI,  and  covers  five  more  years  than  was  required  on  Background  Investigations  (Bis). 
Investigations  satisfying  the  scope  and  standards  specified  by  the  implementing  National  Security 
Directive  63  will  be  transferable  between  agencies  and  are  to  be  considered  as  meeting  the  investigative 
standards  for  TOP  SECRET  and  SCI  access.  DIS  has  enthusiastically  supported  the  implementation  of 
this  long-awaited  initiative  which  both  simplifies  the  administration  of  the  security  clearance  program 
and  provides  a higher  overall  level  of  investigative  coverage  for  potential  clearance  holders.  Since  the 
investigative  lead  requirements  of  the  SSBI  are  more  complex  and  numerous  than  the  combined  lead 
requirements  of  the  SBI  and  BI,  this  translates  into  a requirement  for  more  resources  to  accomplish  the 
same  number  of  investigations.  DIS  has  been  and  continues  to  work  to  ensure  that  all  available  DIS 
resources  are  utilized  to  their  fullest  potential  in  order  that  all  investigative  mandates  may  be  fulfilled 
without  introducing  an  unacceptable  element  of  delay  in  case  completion. 


QUALITY  ASSURANCE 

In  FY  91,  the  Quality  Assurance  Branch  (QAB)  for  personnel  security  investigations,  located  at  the 
Personnel  Investigations  Center,  Baltimore,  Maryland,  reviewed  3,500  closed  issue  cases,  each 
containing  approximately  five  individual  Reports  of  Investigation  (ROIs).  ROIs  were  reviewed  for 
completeness  and  adherence  to  DIS  and  OSD  guidelines  as  part  of  the  Directorate  of  Investigations 
overall  quality  program.  The  QAB  also  recognized  examples  of  outstanding  investigative  effort  on  the 
part  of  the  Special  Agents  and  case  controllers  and  conducted  special  studies  in  support  of  the  agency's 
productivity  plan.  The  Quarterly  Review,  published  by  the  QAB,  completed  its  third  year  of  publication 
in  FY  91.  In  addition  to  being  disseminated  to  all  field  elements  throughout  DIS,  the  Quarterly  Review 
is  now  being  distributed  to  military  elements  which  conduct  PSI  leads  outside  CONUS  and  to  requesters 
of  DIS  investigations.  DIS  has  used  the  Quarterly  Review  as  an  important  part  of  our  ongoing  training 
program  by  presenting  policy  clarifications  and  articles  on  investigative  techniques  and  procedures 
which  have  been  identified  by  the  regions  as  needing  emphasis.  Issues  of  the  Quarterly  Review 
published  during  FY  91  included  articles  on  the  importance  of  writing  clearly  and  listening  effectively, 
basic  rules  for  referring  information  to  other  federal  and  local  law  enforcement  agencies,  and  the 
reporting  of  confidential  source  information.  A new  feature  entitled  "Help  Desk"  was  also  introduced 
during  FY  91  to  allow  helpful  interchange  of  information,  observations  and  assistance  requests  between 
the  various  regions. 


AUTOMATION  OF  CREDIT  REPORT  PROCESSING 

During  FY  91,  DIS  made  great  strides  in  implementing  an  automated  system  at  the  Personnel 
Investigations  Center  (PIC)  in  Baltimore,  Maryland,  which  would  replace  the  current  labor-intensive 
method  of  requesting  and  processing  credit  reports  on  subjects  of  DIS  investigations.  This  system  would 
provide  computer  generated  credit  report  requests  and  accept  electronically  transmitted  reports  from 
the  credit  systems,  review  report  contents  automatically,  and  reduce  manual  review  of  reports  to  those 
which  reflect  information  requiring  investigative  follow-up.  Benefits  from  automating  the  credit 
system  would  include  decreased  expense  for  the  credit  reports  themselves,  quicker  receipt  of  reports, 
elimination  of  mail  handling,  reduced  manpower  for  review  of  reports  and  increased  uniformity  of 
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report  evaluation.  If  sufficient  funding  for  programming  this  effort  is  available,  DIS  anticipates  its 
implementation  during  the  upcoming  fiscal  year. 


MEAD  SYSTEM  REHOST 

Of  significant  importance  during  FY  91  was  the  rehosting  of  the  system  for  maintaining  industrial 
personnel  security  clearances  known  as  the  Mead  System.  As  a result  of  the  transfer  of  the  system  from 
a Defense  Logistics  Agency  mainframe,  an  annual  savings  to  the  agency  of  approximately  $600,000  per 
year  has  been  realized  by  maintaining  and  controlling  the  system  on  DIS  equipment.  Furthermore,  a 
dramatic  improvement  in  system  response  time  has  allowed  the  Defense  Industrial  Security  Clearance 
Office  (DISCO)  to  reduce  a backlog  of  clearance  actions  without  an  increase  in  resources.  Numerous 
special  requests  are  being  expeditiously  processed  by  routing  computer-generated  output  to  a remote 
printer  workstation  at  DISCO. 


MAINFRAME  ACQUISITION 

During  FY  91 , DIS  purchased  an  Amdahl  5890-300E  CPU.  This  mainframe  is  over  three  times  as 
powerful  as  its  predecessor  and  will  be  the  basis  for  future  automation  initiatives  such  as  the  Corporate 
Data  Base  and  a larger  user  community.  To  date,  transactions  have  increased  from  200,000  to  as  much 
as  300,000.  The  higher  throughput  and  the  movement  of  the  Mead  System  to  DIS  account  for  this 
increase. 
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DCII  - The  Defense  Clearance  And  Investigation  Index 


The  DCII  is  an  automated  index  of  investigative 
and,  more  recently,  clearance  files  held  by  the 
investigative  and  security  clearance  components 
of  the  Defense  Department.  The  Index,  formerly 
called  the  Defense  Central  Index  of  Investigations, 
was  created  in  1965  at  the  direction  of  the 
Secretary  of  Defense,  at  which  time  the 
investigative  files  of  the  Army,  Navy  and  Air 
Force  v/ere  listed.  When  DIS  was  established  in 
1972,  responsibility  for  operating  the  DCII  was 
transferred  from  the  Department  of  the  Army  to 
DIS.  While  DIS  is  responsible  for  the  operation  of 
the  system,  all  contributing  components  remain 
responsible  for  their  respective  listings.  Several 
enhancements  to  the  DCII  occurred  in  FY  91:  Five 
new  contributors  - the  Defense  Finance  and 
Accounting  Service,  the  On-Site  Inspection 
Agency,  the  United  States  Coast  Guard,  the 
Defense  Intelligence  Agency  and  DIS  Project  cases 
were  added  to  the  system;  a programming  change 
was  completed  within  the  system  which  will  allow 
the  Office  of  Personnel  Management  (OPM)  to 
submit  batch  inquiries  to  the  DCII  (DIS  is 
currently  awaiting  completion  of  a reciprocal 
process  between  OPM  and  the  DIS  Defense 
Integrated  Management  System);  and  based  upon 
a National  Security  Agency  security  review, 
security  enhancements  were  added  which  included 
(1)  the  establishment  of  a control  record  with  a 
password  on  all  incoming  tapes  and  (2)  a 
verification  process  to  ensure  that  file 
maintenance  is  performed  only  by  the  respective 
contributing  agency. 
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Some  things  are  worth  repeating  ! ! 


